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Differentia Consulting
Differentia Consulting is an Information Technology Managed Services Provider, operating in the business intelligence sector.

At a Glance
✔ Needed a security solution
capable of protecting
Office365, Box, Azure, and AWS
infrastructure
✔ 100% visibility across SaaS,
cloud, email, endpoint, and the
traditional network
✔ Antigena Email stops
sophisticated and novel attacks
from reaching the inbox
✔ Darktrace Antigena autonomously
contains fast-moving ransomware

“Darktrace has enabled
Differentia Consulting to
migrate to a pure cloud
architecture.”
SVP Operations & Strategy
Differentia Consulting

The Challenge: A Cloud-First Strategy is
Difficult to Protect

AI Defends Against Threats Across the
Enterprise

As an innovative IT firm, Differentia is 100% cloud based,
deploying Office365, Box, Azure, and AWS to improve
efficiency across all areas of the business, from office
productivity to data management. However, their entirely
cloud-based enterprise means their potential attack surface
is ever-increasing, and conventional, perimeter-based
security tools are rendered ineffective.

Differentia Consulting deployed the Darktrace Immune
System and Antigena Email to protect its digital infrastructure.
Cyber AI detects anomalous behavior anywhere it arises,
from the firm’s integrated cloud services, to endpoints, to
data ingress and egress, or in user inboxes. Darktrace’s
coverage has even allowed the firm to make important digital
transformations as they implement new tools and platforms.

“Organizations that adopt a cloud first strategy such as ours
become exposed to a whole set of risks that simply can be
avoided with deployments within a dark environment,” said
Differentia Consulting.

In particular, Differentia Consulting have found that attackers
have been targeting employee inboxes. At the start of the
pandemic, they saw thousands of suspicious COVID-related
domains created in an effort to trick users. After deploying
Antigena Email, they found these attacks do not even reach
the company in the first place and as a result, users no
longer have to keep email rules, deny lists, or allow lists

Differentia also found its employees and SaaS users were
increasingly vulnerable to impersonation attacks and
phishing campaigns. The firm had previously been able to
manage this threat with a rules-based approach to email
security, alongside traditional filtering tools. However, as
threat actors launched increasingly sophisticated attacks
that bypassed existing defenses and gateways, phishing
campaigns were able to deceive users. This presented too
high a risk to the organization and became a primary issue
for the Differentia team.
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Using Autonomous Response to
Fight Back Against Ransomware
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partner Databox 360.

www.darktrace.com
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